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Abstract:

With the increasing coverage of the IEEE 802.11 based wireless networks, the voice/video multimedia applications over
wireless networks are drawing more interest in both academia and industry. Due to the openness and distributed nature of
the protocols utilized by the technologies, it becomes easy for malicious users on the networks to achieve their own gain or
disrupt the service by deviating from the normal protocol behaviors. The stringent QoS requirements of the multimedia
applications require us to detect the malicious behavior in real time after it occurs. In this talk, we present our recent studies
on real-time intrusion detection techniques that can quickly track down the malicious behaviors which take advantage of
vulnerabilities from either upper-layer signaling protocols or the underlying 802.11 protocols. While existing detection
schemes mainly depend on heuristic parameter configuration and experimental performance evaluation, which largely limits
the flexibility and robustness of those schemes, we develop an analytical model to theoretically study the performance of
our detection scheme and guide the detection system configuration for guaranteed performance.
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