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Abstract:

Cyber-physical systems are at the core of key infrastructure in our society. Ever-increasing demands for
safety, security, performance, and certification of these critical systems put stringent constraints on their
design and necessitate the use of formal model-based approaches to synthesize provably-correct feedback
controllers. This talk presents a recently developed novel methodology for synthesis of control and sensing
strategies for discrete event systems, an important class of cyber-physical systems. We will present a
uniform approach for synthesizing property enforcing supervisors as well as sensor activation strategies for a
wide class of design requirements, e.g., safety and security. The methodology presented in this talk has the
following novel features: (i) it explicitly considers and handles imperfect state information, due to sensor
noise, and limited controllability, due to unexpected environmental disturbances; and (ii) it is a uniform
information-state-based approach that can be applied to a variety of user-specified requirements; and (iii) it
is a formal model-based approach, which results in provably correct solutions; and (iv) the methodology and
associated theoretical foundations developed are generic and applicable to many types of complex
cyber-physical systems with safety-critical requirements, in particular networked systems such as aircraft
electric power systems and intelligent transportation systems.
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