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Abstract: 

With widely deployed wireless telecommunications systems and the surge of popularity of smart mobile 

devices (e.g., smart phones), modern healthcare systems have revolutionized the way we are living and have 

steadily improve our quality of life. Mobile health (m-Health) represents one of the important developments 

along this line, which target at managing the healthcare of people on the move by using smart devices to 

collect and process needed medical information and provide timely care. Unfortunately, the major stumbling 

block in the wide deployment of m-Health systems is security and privacy. In this talk, we will focus on the 

design of a diagnostic m-Health system to articulate how we effectively address security and privacy issues 

by utilizing a few emerging cryptographic tools. Moreover, we will demonstrate how we shift the 

computational complexity to the cloud without compromising the security and privacy of medical data, 

diagnostic program, and participants (including patients and healthcare service providers). 
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