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Abstract:

The past decades have witnessed remarkable achievements in artificial intelligence (AI) in
many domains, such as natural language processing and image recognition. In the near
future, many AI-based controllers are also expected to be deployed in modern
Cyber-Physical System (CPSs) to accomplish complex control missions; typical scenarios
include autonomous vehicles and smart buildings. However, the verification of many
AI-based controllers, particularly those developed based on deep neural networks, is a
challenging task. Meanwhile, modern CPSs are typically safety-critical and prone to various
security threats due to the tight interaction and frequent information exchange between
their cyber and physical components. Therefore, the difficulties in verifying AI-based
controllers may lead to disastrous consequences for real-life CPSs in terms of safety and
security concerns. In this talk, I will introduce how to design a system-level,
secure-by-construction architecture to sandbox AI-based controllers leveraging recent
results in hybrid systems. By sandboxing AI-based controllers with the proposed
architecture, safety and security guarantees can be provided for CPSs, while formal
verification over those AI-based controllers deployed in the CPSs is not necessary.
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