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摘要:
In this talk, we will discuss how to model cyberattacks in discrete event 
systems, how to control discrete event systems under cyberattacks, and how to 
diagnose faults in discrete event systems under cyberattacks. After introducing 
CA-controllability and CA-observability, we prove that the supervisory control 
problem under cyberattacks is solvable if and only if the given specification 
language is CA-controllable and CA-observable. Furthermore, we obtain 
methods to calculate the state estimates under sensor attacks and to 
synthesize a state-estimate-based supervisor to achieve a given safety 
specification under cyberattacks. For fault diagnosis, we introduce CA-
diagnosability that ensures faults can always be diagnosed even under sensor 
attacks. A testing procedure for CA-diagnosability is developed, and its 
correctness is proven. We further apply diagnosability theory to investigate 
conditions under which the presence of the attacker can be detected. 
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